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INTRODUCING DABRA™

Dabra is a simple, low-cost tool that secures your email communications, provides
ironclad proof of receipt, and digital notarization of messages exchanged between
subscribers on the Dabra Network. In essence, Dabra combines the security and
confidence of a registered letter with the simplicity of email.

Dabra provides you with an easy way to compose and send Dabra secure email using its
own message compose window or, if you have Microsoft Outlook installed, a plug-in that
allows you to send Dabra secure email directly from within Outlook. Dabra authenticates
email addresses and verifies that recipients are legitimate Dabra members. The process
is very simple and highly secure.

For every Dabra message that you send, Dabra uses its patent-pending security
technology to:

Authenticate the email addresses of both the Sender and Receiver.

Create an audit trail on the Dabra notary service which is used to prove when the
message was sent and by whom, when it was received and by whom, and that the
message contents are authentic and unaltered.

Automatically encrypt and send the outbound email.

On the recipient's side, the inbound email is seamlessly decrypted by Dabra when
received. At the bottom of every Dabra message a manifest provides the recipient with
Dabra-verified details about the transmission and its content.

Dabra is ideal for organizations that are subject to privacy and security legislation and
are, therefore, concerned about keeping private the information they communicate over
email. Dabra's proof of receipt audit trail is also useful to companies providing financial
or legal services, where verification of content and notary time stamping is important.



INSTALLING DABRA™

Follow these steps to begin using Dabra:

Register yourself, or your company, as a Dabra subscriber, and provide the email
address that you wish to secure.

Download the Dabra installation software.

Wait for your registration confirmation email which will include your personal
Dabra activation key.

Install the Dabra software and go through the activation process using your
personal activation key.

Corporate subscribers can secure the email addresses of all of their employees by
linking these email addresses to their corporate Dabra account. Once the first user is
registered and activated you can add additional email addresses using the Dabra
administration application.

Minimum System Requirements

Before you install Dabra please make sure that your computer meets the following
minimum system requirements:

Windows XP with service pack 1 or greater, or Microsoft Windows 2000 with
service pack 4 or greater

Microsoft .Net Framework 1.1 (will be installed if not present)
Access to the internet (standard web connectivity on ports 80 and 443)
A valid email account

Dabra includes a plug-in that provides full integration with Microsoft Outlook, allowing
you to compose, send, and receive Dabra secure email directly from within your normal
Outlook application. To be able to use this feature, you require one of the following:

Microsoft Outlook 2000, 2002 (Also known as Outlook XP), or 2003

It is recommended that you have the latest service pack installed for your particular
version of Outlook.

Dabra Registration

Before you can participate on the Dabra network you will need to complete the
registration process. You can find the registration page on the Dabra web site located at
http://www.dabra.net

During registration you will decide if you want to use the corporate or consumer version
of the software, and select which email address you want to secure (corporate subscribers
can secure additional email addresses once installation and activation is complete).
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Once registered, you will receive an email from the Dabra Registrar containing your
personal activation key. This step verifies that the email address you have provided does
indeed belong to you. The activation key will be used later in the installation process.

Downloading Dabra

Once you are registered you will be provided with a link to download the Dabra software.
Your registration confirmation email will also include this link. Download and save the
Dabra installation program to your computer.

Installing the Dabra Software

From the location where you saved the Dabra installation software, double-click the
Dabra icon to start the installation wizard. Follow the instructions to install Dabra on

your computer.

£ Dabra 3.0.0 X

Welcome to Dabra 3.0.0 Setup
program.

It iz gtrongly recommended that you exit all Windows programs
before running this Setup Program.

Click Cancel ta quit Setup and close any programs you have
unning. Click Mest to continue with the Setup program

‘WARNIMG: This program is protected by copyright law and
international treaties.

Unautharized reproduction or distibution of this prograrn, or any
paition of it, may result in severe civil and criminal penalties, and
will be progecuted to the maximum extent possible under law,

Cancel

Dabra will begin by checking the computer to ensure the necessary pre-requisites are
installed. If any of the pre-requisites are missing the process will download and install
them automatically.

Depending on which pre-requisites are installed by this process your computer may
need to be rebooted (the installation process will inform you if this is required). Once
the computer has rebooted the installation should resume automatically. If it does not
please re-launch the Dabra setup process.

Microsoft® Component Installer for Windows® @

Application Prerequisites
The following components wil be installed ’

Please press Next to instal the following components:
Components

Miciosoft .WET Framework ersion 1.1
Microgoft NET Framewark 1.7 Service Pack 1

Privacy Statement

<Back |{7THEET Cancel




Once the pre-requisites have been installed the Dabra installation will continue.

If you have Microsoft Outlook installed on your PC, the Dabra installation will detect it
and provide you with the option to install the Dabra plug-in for Outlook.

i# Dabra 3.0.0 Setup Q‘§|®
Dabra Information .
Important information regarding the installation of Dabra 3.0.0 dabr’g

Microzoft Office Yersion

Microsoft Office Outlook 2003 has been detected.

Drabra includes a plug-in that provides full integration with Microsoft Outlaok.
This allows you to compose, send, and receive Dabra secure email directly
fram within your narmal Outlook windows.

Do you wish to use Microsoft Dutlook to compose, send, and receive Dabra
secure email?

® Yes O Mo

[ <Back [ Mests [ Cancel ]

If you select to have the Outlook plug-in installed you will be prompted for the email
address that you have registered and the activation key that was emailed to you.

i Dabra 3.0.0 Setup Q\§|®

Dabra Activation Information .
The fallowing information will be used by the Dabra 3.0.0 activation panel dabra

nat

Flease enter the activation key and email address of the registered Dabra 3.0.0 client into
the fields below.

Thiz information will be used to populate the field values on the Dabra activation panel.

Email Address:

hack.b\ack@abmca.net

Activation Key:

|44F 347B-ACSE-4BCE £ 735-2256CEADDEAZ

[ ¢ Back ][ Heut » ] [ Cancel ]

ﬁn Dabra installs components into Microsoft Outlook; therefore, you must exit Outlook
before continuing with the setup program.

Activating Your Account

At the end of the installation process you will be prompted to activate your Dabra
account. Activation validates the activation key that you received by email and sets up
your secure environment.

At the prompt, enter your email address and the activation key that you received from the
Dabra Registrar. (If you provided this information during the setup process these fields
will be pre-filled)

If you provided a password during registration you must also type it in on the activation
screen.

dabra
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Click Activate to proceed with setting up your secure environment.

& Dabra For Windows - Accounts

Secure Email Network
Yersion 3.0.0

Accounts

& Below i the list of Dabra accounts that have been activated on this computer.  To activate additional accounts click on the
Aclivate button

dabrﬂg-.

Accounts

& Activate Dabra Account

Please provide the information about the Dabra account that you want to use on this computer. You can only Detals
uge an email address that you have already registered on the Dabra network, ELES

et az Default

*Your Dabra Account Information

Email address: |IﬁCk black@cabra net |
| Remave

Activation Key: |1 ADFE471-5096-4869-91D7-C7 2730446065

[ Activate J [ Cancel }

Backup Keys.

Once your account is successfully activated Dabra will automatically bring up the Backup
Keys screen. This process lets you export your keys to a file that you can store in a safe
place. Browse to a folder where you want your keys placed then provide a password that

will be used to encrypt the file.

Dabra For Windows - Accounts

Secure Email Network

dabrﬂg ¥Yersion 3.0.0
m Below is the list of Dabra accounts that have been activated on this computer. To activate additional accounts click aon the
Accounts Ativate button.

Backup Keys

L #
IMPORTANT: &t this paint. you should backup your activated Dabra account information onto & floppy or USBE disk and ctails
Compose|  store the disk ih a safe place. This will keep a copy of your account infarmation in case vou reirstall the 0S5 on your PC

of upgrade to another PC or for any reason loss the Dabra account information on your computer. Withaut this
information, you will not be able to view your received Dabra emails or send Dabra emails. tivate...

L]
—
| Backup Keys 2= Dsfault
Pret
el Backup folder |E.\Plugram Fileg'ObwvioussDabrahBint | L Browse... J Emove

Password L 1]
Block

|’l:P

N

le]

Adrministration Backup keys.

ﬁn Your exported keys will be placed in the backup folder with the name dabra.key_store.
This file will be required if you Dabra account is ever lost to a computer malfunction,
therefore you should store it on a floppy disk or a USB drive.

Once you have completed the key backup process Dabra is ready to use.

dabra



Configuration for Outlook 2000

If you have chosen to install the Dabra plug-in for Outlook and you are using Microsoft
Outlook 2000, there is an additional step that you must perform in order to be able to use
Dabra. Within Outlook 2000, navigate to Tools > Options > Mail Format and clear
the Use Microsoft Office Word to edit email messages checkbox.

2 x|

Preferences | Mail Delivery  Mail Farmat |Spelling| Security I Other |

IMessage format
v 3 Choose a Format for outgoing mail and change advanced settings.

Send in this message Format: Flain T

[ Use Microsoft Word ta edit e-mail messages

Settings... | International Options. ..

Stationery and Fonts

Use stakionery to change your default Font and style, change colors,
and add backgrounds ko your messages.,

Use this stationery by default: |<Ncnr—3')— ﬂ

Fonts... | Stationery Ficker,,, |

Signakure

=y Autornatically include wour signature or attach an electronic business
card {vCard) to outgoing messages,

LUse this Signature by default: |<None> Ll

[¥ Dot use whien replying or forwarding Signature Ficker,., |
(0] 4 I Cancel I apply |

Dabra is now ready to use in your Outlook 2000 environment.

dabra
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USING DABRA™ WITH OUTLOOK

If you do not use Microsoft Outlook, or have not installed the Dabra Outlook plug-in, you
will need to compose, send, and receive Dabra secure email from within Dabra itself.
Please refer to the section titled Using Dabra later in this guide.

Composing and Sending Email

To send Dabra secure email, you simply create your email message within Outlook, add
any file attachments, and click Dabra Send Secure (on the Dabra toolbar) instead of

the standard Send button.

The subject line of the email is not encrypted and, therefore, should not contain any
sensitive information.

£¥ Year-End Financial Statements - Message E“tl |[§‘|
! File Edit Wiew Insert Format  Tools Table ‘Window Help  Twpe aguestionforhelp = X
iidsend | Accounts~ | (] - |G 8 [ Ld ¥ OB | ¥ | (| ] ogtions.. - | Plain Text I
L To.., robert. smith@dabra.nek;
[ e
Subject: Year-End Financial Statements
Attach... T Ascrme Brands Corp - Year-End - 2005.pdf (750 KE) i1 Attachment Options...
3_] Dabra Send Secure | ‘SJRequest receipt !
a el
~
I'ear Robert,
Please find attached to this message the year-end
financial statements for Acme EBrand Corporation.
v
Sincerely, =
Jack EBlack o
¥

When you click Dabra Send Secure, Dabra encrypts the message text plus any
attachments, and sends an email to each of the specified recipients. Each email contains
the encrypted contents in the form of an attachment. This attachment has a file extension

of “dabra’?

A footer, or manifest, is automatically added to the bottom of the email and is also
included in the encrypted contents. The footer contains information about the
transmission and any file attachments, as well as information about the sender and
intended recipient(s).



Sending to a Non-Dabra Member

If the person you are sending this email to is not yet on the Dabra Network, you will be
asked if you still wish to send to this person.

@ Comfirmation

Secure Email Network

dab!’ng version 3.0.0

Since robert.smith@dabra.net is not yet registered on the
Dabra network your message will also include an invitation to
join Dabra. Once registered this person will be able to read
your secure message for free.

Would you like to continue with the invitation?

Yes No ‘

[~ Do not display this message again

Click Yes to proceed or No to remove this recipient from the distribution list. If you send
a secure email to someone who is not on the Dabra Network, they must download and
install Dabra before they can decrypt and read your email message. A link is
automatically added to your email that allows them to sign up with Dabra.

Requesting a Receipt Confirmation

To request a receipt confirmation, simply click Request receipt prior to clicking Dabra
Send Secure. When the recipient opens your email, you will receive a confirmation
email in return. Unlike the Outlook receipt options, a recipient cannot override this
confirmation.

E¥ Year-End Financial Statements - Message

! File Edit Wiew Insert Format  Tools Table Window Help  Twpe aguestionforhelp  » X
PidSend | Accounts~ | ] - [0 8 |4 ¥ B | ¥ || &) options... - | Plain Text -

L Ta... robert . smith@dabra.net ;

e ...

Subject: Year-End Financial Statements

Attach. . T fscrme Brands Corp - Year-End - 2005.pdf (750 KE) =] Attachment Cptians...
3_] Dabra Send Secure | ‘yRequest receipt !

To receive a receipt confirmation for every Dabra email you send, change your default
setting for receipts to On using the Dabra Preferences screen (see the Preferences
section of this guide).

When you open a new message window, the Request receipt button reflects the default
preferences setting: if the button is highlighted, the feature is turned on; if it is not
highlighted, the feature is turned off. When the feature is turned on, clicking Dabra
Send Secure will automatically include a request for confirmation of receipt.

You may click Request receipt to override the default setting for an individual email.

Receiving Email

Secure email sent to you from other Dabra users is received into your normal Outlook
folder (typically your Inbox). The email is decrypted as soon as you select it for viewing
and remains decrypted within the Outlook folder.

Dabra emails are recognizable in your list of emails by the padlock icon next to the
message.

dabrﬂé



Building Your Trust and Block Lists

The first time you receive a Dabra email from another Dabra member you will be asked if
this is a person that you recognize, and if so, whether or not you want to trust this person.

@ Dabra - Trust or Block @

dabra Secure Email Network

nel ¥ersion 3.0.0

The email you opened is the first one from this user. Use thiz panel to determine if future emailz
from this user should be tusted or blocked

This User's Profile

Registered as:  Jack Black
Email address:  jack black@dabra net

Registration twpe:  Corporate
Company name:  Acme Brands Corporation
Authenticated by: - Self Authenticated

Trugted by: 55
Blocked by 2

[ Trust ] [ Block ]

Clicking on the Trust button will place this person on your trust list and future emails
from this person will be decrypted automatically.

Clicking on the Block button will place this person on your block list. From that point on
the person who owns this Dabra account will no longer be able to send you Dabra secure
email.

You can, at any time, move a person from your block list to your trust list, or vise-versa,
by using the Block List management screen (see Managing Trust and Block List, page 20).

ﬁn A person who is on your block list will be prevented from sending you messages when
they click Dabra Send Secure. Unlike regular email, the message is blocked while
attempting to send it (not moved to a junk mail folder on your computer after it
arrives).

Verifying Dabra Messages

You can verify the authenticity of Dabra email messages that you are viewing directly
from within the message window. The verification process allows either the sender or the
receiver to confirm that the message went through the Dabra service and that its contents
have not been altered since the time it was sent.

B Year-End Financial Statements - Message (Plain Text)

! File Edit View Insert Faormat Tools  Ackions  Help
} i Reply | @Reply o Al | 3 Forward | & a |l | v [ S A3 X | o~ o - AT 4% | @) H
QJ Dabra Yerify !

From: Jack Black [jack.bladk@dabra.net] Sent:  Mon 05(12{2005 2:55 PM
To: robert.smith@ dabra.net

o

Subject:  Year-End Financial Statements

Attachments: 7__- Acme Brands Corp - Year-End - 2005.pdf (753 KB}

To verify an email message, click Dabra Verify. A window will be displayed with the
results of the verification.

dabra °



@ Dabra Yerification

: Secure Email Network
dabra

¥ersion 3.0.0

Dabra has examined the contents of the message that you are viewing, Please see the details of the verification
process below,

-~ ¥Yerification Report

Sent Fram: jack.black@dabra.net [Last validated 4/18/2006 7:50:30 PM UTC]
Message Text: Werified Authentic and Unaltered

Date Sent: 4/28/2006 3:39:09 PM UTC

Transmission 1d: B60D9FFE-DFBA-45B0-9AFE-2FREE20ASTCE

~Attachment Yerification

| i Attachment | Status I
3

Acme Brands Corp - Year End - 2005.pdf

verified 0K

a Dabra verification has been successful

In the event that all or part of the message has been altered, or is missing attachments,
the verification message identifies which portion of the validation process failed.

dabra



USING DABRA™

If you have installed the Dabra plug-in for Outlook, you will compose, send and receive
Dabra secure email from within the normal Outlook windows. Please refer to the section
titled Using Dabra with Outlook found earlier in this guide.

Sending Email

You can compose and send Dabra secure email directly from the Dabra Compose Email

screen. To access this screen, go to Start > All Programs > Dabra and click the
Dabra icon.

To send a secure email click on the Compose Email icon to switch to the compose
message window. Provide the email address of at least one recipient and enter the
message that you want to secure. You can also use the Address Book feature to select
your recipients by clicking on the To:, Cc:, or Bcc: buttons.

Optionally you can click on the Add Attachments button to include files with the
message you are about to send.

ﬁn The subject line of the email is not encrypted and, therefore, should not contain any
sensitive information.

@ Dabra For Windows - Email

dabra Secure Email Network

net ¥ersion 3.0.0

Compose Email

Use this screen to compose and send email or reply to an email via the Dabra Secure Email Nebwark.
Accounts

| -
= ’ From: |jack hlacki@dabra net

(ER 5| e ey
Cumuu;e e ‘_-r.uberl.sm\th_@_t_:labra.net =
Cc... | :
o = —
2 |
]

P anaas Subject | Year-End Financisl Statements

] Request receipt

Add Attachments
e !Dear Robert,

Black List

Please find attached to this message the year-end
B financial statements for Acme Brands Corporation.
L)

' Sincerely,
Administration Jatket otk

When you are satisfied with your message click on the Send Secure button to have

Dabra encrypt the message text plus any attachments, and send the email to each of the
specified recipients.

dabra H



A footer, or manifest, is automatically added to the bottom of the email and is also
included in the encrypted contents. The footer contains information about the

transmission and any file attachments, as well as information about the sender and
intended recipient(s).

Using the Address Book

As you use Dabra and begin building your list of trusted users you will also be building up
your Dabra address book. When composing a Dabra message click on any of the buttons
labeled To:, Cc:, or Bcc: to bring up the address book screen.

& hddress Book @
Trusted Addreszes
Mame Email Address
Beth Copeland beth.copeland@dabra.net

Bil

et
Steve Les steve lee@dabra net

Selected Addresses

Ta - ib\l\.pill@dablaﬂet |

Cc >

steve lee@dabra net: coleen moore@dabra net |

Bce -» | |

|

To add contacts from your address book as recipients for a message, click on their name
in the list and then click on the To->, Cc->, or Bcc-> buttons. As you click on the

buttons the email address of your contact appears in the appropriate box. Click on the
OK button when you are done adding recipients.

Adding File Attachments

Clicking the Add Attachments button on the compose message window will open the
Manage Attachments dialog. You can use this screen to add, remove, and review
attachments on the message that you are composing.

é Manage Attachments El

Below iz the list of files that are cunently attached to thig Dabra message.

Manage Attachments

File Nrame - o E"S\zer [KE] | ;umpressed Size [KB]
‘e Brands Corp - Year End - 2006, pdf 1545 1215
|Books 200515 1 1

> Quickbooks.obf 10595 1045

Add.

CDocuments and SettingswusDesktoplQuickhooks oot

Size [KB] 12142
Compressed Size [KB]. 2261

Z|

dabra
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To add a new attachment click on the Add button, browse to the files on your disk and
select the ones you want included in your message.

If you want to remove a file from the list of included files, select it from the list and click
the Remove button.

If you want to see the contents of an included file, select it from the list and click the
Open button.

Any saved changes made to the file once it is opened this way will be reflected in the
message that is sent.

Sending to a Non-Dabra Member

If the person you are sending this email to is not yet on the Dabra Network, you will be
asked if you still wish to send to this person. By default Dabra will assume that you do
want to send to this person. If this was not your intention, uncheck the box next to the
person 3 email address to remove them from the distribution list.

"J Dahr:

BEH|

Secure Email Network

dabrnau ¥ersion 3.0.0
%3
— B New User Alert ok,
i d These recipients are currently not on the Dabra network,
| Please indicate which new recipients should receive this email. A link will be
Composze Email inciuded in the email to allow these recipients to sign up with Dabra.

| vl robert smith@dabra.net
Preferences

&

Block List

[ 0 it display this message again

Administration

If you send a secure email to someone who is not on the Dabra Network, they must
download and install Dabra before they can decrypt and read your email message. A link
is automatically added to your email that allows them to sign up with the Dabra Network.

Requesting a Receipt Confirmation

To request a receipt confirmation, simply check the Request receipt checkbox prior to
clicking Send Secure. When the recipient opens your email, you will receive a
confirmation email in return.

Unlike regular email, where the recipient can ignore your request for a receipt
confirmation, Dabra receipt confirmations cannot be circumvented. The Dabra service
will inform you the moment the recipient opens and decrypts the message.

To receive a receipt confirmation for every Dabra email you send, change your default
setting for receipts to On using the Dabra Administration Preferences screen (see the
Preferences section of this guide).

13
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When you open a new message window, the Request receipt checkbox reflects the
default preferences setting: if the checkbox is selected, the feature is turned on; if it is not
selected, the feature is turned off. When the feature is turned on, clicking Send Secure
will automatically include a request for confirmation of receipt.

You may click the Request receipt checkbox to override the default setting for an
individual email.

Automatic Copy to Sender

To ensure that the sender has a copy of the message that they can archive, a copy of every
email is automatically sent to them at their registered email address. This allows the
sender to file the encrypted email in their own email application for future reference.

To save a copy of your emails in decrypted form, refer to the Archiving option in the
Preferences section of this guide.

dabré
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Receiving Email

Secure email sent to you from other Dabra users is received by your email client just like
any other email, except that it will include a special attachment that contains your
encrypted message.

—

msn‘ Hotmall Today | Maill | Calendar | Contacts

rabert.smith@dabra.net ‘.!' M get: Online

i Reply | i Reply All | 23 Forward | X Delete | B2 Jurk | % Putin Folder « | 55 print view | [8 Save address

From : <jack.black@dabra.net > 40 | ¥ | K | Enbox
Sent : Monday, December 5, 2005 411 PM

To: <robert.smith@dabra net>

Subject ‘fear-End Financial Statements

il Attachment ; A730ESFD-13BF-43C9-0FDB-F3583E728E61 dabra (0.01 ME)

Sent via the Dabra Secure Email Metwork Version 2,1.0 on Dec-05-2005 at 22:11:57 UTC
From: jack.black@dabra.net [Last walidated Dec-05-2005 21:28:12 UTC]

To: rabert.smith@dabra.net [Last validated Dec-05-2005 22:09:04 UTC]
Transmission Id: A7 30ESFD-13BF-43C3-9F0E-F3583672AE61

This is a Dabra secure message. To download vour Free copy of Dabra please use the Following link:
http: | e, dabra. netfinvitation, aspa

Bn | | e 4| ¥ | X | Einbox

To view the email contents, simply open the Dabra attachment. The email contents are
decrypted and presented for viewing in the Dabra Compose Email window.

@ Dabra For Windows - Email

Secure Email Network

dabrnaél ¥ersion 3.0.0

Read Email

Use this screen to compose snd send emal or reply to an email via the Dabra Secure Email Netwark.

From: ‘Iack black@dabra. net Sent: Apr-28-2006 161501 UTC

‘ robert smithiE@dabra net

Subject | Year-End Financial Statements
] Request receipt [ Attachments [3] ]
Dear Robert, =~
Please find attached to this message the year-end
financial statemetns for Acme Brands Corporation. 8
Sincerely,
Jack Black
St
[ Mew Email ] [ Reply I [ Reply All ] [ Forward ]
.
\_I-) Dabra has verlied the contents of this message.

You may reply to, or forward this message securely by clicking the appropriate Reply,
Reply All, or Forward button at the bottom of the screen. Clicking the New Email
button clears the screen in preparation for composing a new email message.
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Opening and Saving Email Attachments

The Attachments button on the Dabra message window will tell you if there are any
files attached to this message. The button 3 label will change to indicate how many files
are attached.

Message contains no attachments ]

Message contains 1 attachment 1 Attachment |

Message contains 3 attachments 3 attachmments |

Clicking on the Attachments button will open the Manage Attachments dialog box.
This screen lets you easily open and save your attachments.

dabr Sec_ure Email Network

¥ersion 3.0.0

@ Manage Attachments

Below iz the list of files that are curently attached to this Dabra meszage.

M anage Altachments

Fioi i | Size (KB] | Compressed Size (KB
1
% 17 13
| Document 1.doc 22 4

|Fleg < E

Bl
a1

Boaoks 2005 xIs

Sindg Size [KB): 40
| Tacl Compressed Size [KB): 18

-

Close

If you simply want to view one of the attached files, select it from the list and click the
Open button. If there is an application associated with the file type it will be launched
automatically for you. Please take note that when you open a file this way you are actually
opening a temporary file that Dabra will delete once you are done with it. If you make
any changes to this file make sure that you save a permanent copy of it.

If you would prefer to save the file you can do so by selecting it and clicking the Save As
button. This will ask you for the destination location and file name. If you have multiple
attachments and would like to save them all, click the Save All button. You will be asked
for the destination location where the files should be saved and they will always be saved
using the file names that are shown on the screen.

Verifying Dabra Messages

Each time a message is opened for viewing, the contents are decrypted, verified, and then
displayed. Dabra verifies that the message went through the Dabra service and that its
contents have not been altered since the time it was sent.

Since an encrypted Dabra message cannot be altered in any way and still pass

verification at the time it is opened, there is no need for a specific verify function like the
one found in the Dabra Outlook plug-in.

dabra



Building Your Trust and Block Lists
The first time you receive a Dabra email from another Dabra member you will be asked if

you want to trust this person.
@ Dabra - Trust or Block @

dabra Secure Email Network

nel ¥ersion 3.0.0

The email you opened is the first one from this user. Use thiz panel to determine if future emailz
from this user should be tusted or blocked

This User's Profile

Registered as:  Jack Black
Email address:  jack black@dabra net

Registration twpe:  Corporate
Company name:  Acme Brands Corporation
Authenticated by: - Self Authenticated

Trugted by: 55
Blocked by 2

[ Trust ] [ Block ]

Clicking on the Trust button will place this person on your trust list and future emails
from this person will be received without presenting this screen.

Clicking on the Block button will place this person on your block list. From that point on
the person who owns this Dabra account will no longer be able to send you Dabra secure
email.

ﬁn A person who is on your block list will be prevented from sending you messages when
they click Dabra Send Secure. Unlike regular email, the message is blocked while

attempting to send it (not moved to a junk mail folder on your computer after it
arrives).

dabra Y



DABRA™ ADMINISTRATION

To access the Dabra administration application, go to Start > All Programs > Dabra
and choose the Dabra icon. When you launch Dabra from the Start menu, you are
presented with an application that you can use to:

Manage your Dabra account information.

Modify your Dabra preferences.

Manage your trust and block lists.

Modify your company settings (Only in the corporate version).

Add or remove users from your company (Only in the corporate version).

ﬁn Features that are available only to corporate subscribers can be modified only by an
administrator of the corporate Dabra account. The account administrator is assigned
when the company is registered on the Dabra network (see Registration in the
Installing Dabra section of this guide).

Managing your Dabra Accounts

From the manage accounts screen you can review which accounts you have activated on
your computer. After you first install and activate Dabra you will have a single account in
the list.

@ Dabra For Windows - Accounts

Secure Email Network
Yersion 3.0.0

Accounts

m Below is the list of Dabra accounts that have been activated onthis computer. To activate additional accounts click on the
Ativate button.

dab‘rng-l

Accounts

| Registered Email Address | Defauk | Company | Admin ‘
» | jack blacki@datis net es Acme Brands Corporation Yes

Set as Default

Femove

o
)

-
e

Backup Keys.

J)
Administration

To view the details of your account select it from the list and click on the Details button.
The details dialog will appear and show additional information about your account. You

dabra
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cannot alter this information, but you may be required to supply it to your Dabra Service
Partner when requesting technical support.

Activating additional Dabra accounts

If more than one email account is configured on your computer you may want to activate
all of them as Dabra accounts as well. Doing so will ensure that you will be able to read a
Dabra secure email regardless of which email address the sender uses to send it. For
security reasons, Dabra will display an error if none of the recipients of an incoming
Dabra message correspond to one of your activated Dabra accounts.

Every account that you wish to activate will require an activation key. You can either
register a completely new account at http://www.dabra.net or, if you are corporate
subscriber, add a new user to your Dabra account.

To activate an additional Dabra account from the account management screen click on
the Activate button. The following screen will be displayed.

@ Activate Dabra fccount

Please provide the information about the Dabra account that you want to uge on thiz computer. You can only
use an email sddiess that you have sleady registered on the Dabra network.

“our D abra Accaunt Infarmation

Email address: ||bla:k@dahra net |

Activation Key |791 B235C-B1FE-4808-B531-EAS1 173407 C3 |

Registration Password:

L Activate J [ Cancel ]

On the activation dialog, provide the email address that you want to activate, and the
Dabra activation key that was emailed to this address. If you provided a password during
activation please provide that as well. Finally, click Activate to complete the activation
process.

@ Dabra For Windows - Accounts

Secure Email Network

The manage accounts screen will be updated to show the newly activated account. By

dabrﬂ% ¥ersion 3.0.0
& Below is the list of Dabra accounts that have been activated onthis computer. To activate additional accounts click on the
U Ativate button.
—-'"é | Registered Email Address | Default | Company | Admin ‘
b - iia:k black@dahra net Yes Acme Brands Corporation Yes
Compase Email [ | blackiEdabra.net Mo Acme Brands Corporation No

e
—

Preferences

Black List

A
|

Administration

Set as Default

Backup Keys.

repeating these steps, you can add as many accounts to Dabra as you require.
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Changing your default Dabra account

When you have more than one Dabra account activated you should set your default
account to the email address you will use most often for sending Dabra messages. This
will save you time when composing Dabra messages using the Dabra compose window
since the default account will be pre-selected for the sender.

If you use the Dabra plug-in for Microsoft Outlook, the default account will always be
used to send Dabra messages. There is no option to override the default. Outlook users
can, however, use the Dabra compose window to send Dabra message from their non-
default Dabra accounts, or select a different Dabra account as their default. Changing
the default Dabra account will require you to exit and re-launch your Outlook
application.

To change your default account, select it from the list of Dabra accounts and click on the
Set as Default button.

Backing up your Dabra keys

The Backup Keys button will export your Dabra security keys to a file and lock it with a
password that you provide. Once your keys are saved to a file you can transport them to
another computer or store them in a safe place in case you need to restore them in the
future.

To backup your keys click on the button on the manage accounts screen. This will open
the following window.

@ Backup Keys @

Provide the path where the backup file should be placed. and the password to use for securing the file. You will require
thiz password whenever you want to restore your keys.

Backup Keys

Backup folder T \Program Fikes!Qbvious\D abra'Bir' |

Password:

[ Backup I [ Cancel ]

Select the location where you would like to save the key file by clicking on the Browse
button; the file will be placed in this location and will be called keystore.dabra_config.

Also provide the password that you want to use to lock your keys. You will need to use
this same password whenever you attempt to restore your keys.

Finally, click on the Backup button to create the keystore.dabra_config file.

Restoring your Dabra keys

If you ever need to restore your keys simply click on the Restore Keys button and provide
the location of your backup file. You will also have to provide the same password that you
used when you backed up the keys in order to unlock the backup file.

Be careful when you use the restore function since Dabra will overwrite your current
Dabra keys with the ones that it finds in the backup file. Typically you should only need
to restore your keys on an installation of Dabra that has not yet been activated.

dabré
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Preferences
The Preferences screen allows you to customize your personal Dabra settings.

@ Dabra For Windows - Preferences g@@
Secure Email Network
dabra :
net ¥ersion 3.0.0

Preferences

Use thiz screen to customize the way vou would like to work with Dabra,

&

Accourts

| " General
= Set my language to: Enaglish w
Compose Email ' -

[] Request a confimation of receipt for all messages that | send

= n

——— Connection Dptions. ..

Preferences
Ask me for confiration
Whenever | send a message to someone who is hot on the Dabra netwark.
Every time | click Dabra Send Secure
Block List Before deleting email received fiom people on my block list
U‘ Archiving

e U [] Archive messages that | send and receive to the fallowing location:
Administration F
| C:\Documents and SettingshgusiMy Documentsh

Close

The screen is broken-up into 3 sections:

General

Select your language of preference by choosing a language from the dropdown
box.

Indicate your preference for receipt confirmation. When selected, you will
receive a receipt confirmation email whenever a Dabra email that you send is
opened by the recipient. This setting indicates your default preference. You may
override this in the message window prior to sending the email.

The Connection Options... button allows a user to configure how the
computer connects to the internet. If your corporate network requires users to
authenticate to use the internet, or you need to provide proxy server information
you may need to configure these options.

Confirmations

You can choose to be prompted whenever you send a Dabra email to someone
who is not on the Dabra network. The prompt asks you to confirm that you wish
to invite the recipient to join Dabra. You can continue or cancel the send action
to each non-Dabra recipient on the distribution list.

If you are using Outlook to send Dabra secure email, you can choose to be
prompted each time you click Dabra Send Secure. The prompt allows you to
continue or cancel the send action.

If you are using Outlook to receive Dabra secure email, you can choose to have
Dabra automatically delete any Dabra messages that you receive from people on
your block list.
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Archiving

Indicate your preference for archiving Dabra secure email messages. When selected, all
email messages that are sent or received will be saved to the location specified. Email
contents are saved in both encrypted and decrypted form. You can use Browse to select
a different location.

Managing Trust and Block List

As you receive email, and select to trust or block senders, Dabra will begin to build your
trust and block list. If you mistakenly trust or block someone you can use the Block List
screen to correct the mistake.

@ Dabra For Windows - Block List

dabra Secure Email Network
nel Yersion 3.0.0
Block List
Use thiz screen to manage the list of people that you sllow or disallow from sending you Dabra messages.
Accounts
4 " Manage tust/block for account: jack black@dabra.net v'
Compase Email
Trust list: Block list:
i: beth.copelandi@dabra. net joe@hacker.com
— bill_pittEdabra. net
Fre, coleenmoore@dabra.net
1CEIenCes laura.daltoni@dabra.net
steve leei@dabra net
&
Block List =
\ \___j
Administration

ﬁn If you have multiple Dabra accounts activated on your computer, the people that you
trust and block are always associated with the account that the email was sent to. To
see the list from another account select it from the list of accounts.

To move someone from a trusted user to a blocked user, select their email address from
the trust list, and click on the Block button.

To move someone from a blocked user to a trusted user simply do the opposite, click on
their email address in the block list and click the Trust button.

dabra
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Administration of Corporate Settings

Administrators of corporate Dabra subscribers have an additional screen where they can
update settings that affect their company. Company settings affect all Dabra users who
belong to the company 3 registration.

@ Dabra For Windows - Administration

Secure Email Network

dabruael ¥ersion 3.0.0
Administration
a2
Use this screen to manage options for pour company's Diabra account, as well as manage who within your company can use
KECaunts Dabra for sending secure messages.
= " Select the company to manage: | Acme Brands Corporation v

Compose Email Company Settings

I [ My company will pay for all messages received from others

Preferences

e Use this screen to manage the list of peaple in your organization who can use Dabra,
anage Users.. D p -
abia meszages zent by these people will be billed to your account.

Black List

&

Administration

Paying for Receipts

Corporate subscribers may elect to pay for Dabra messages sent to their company from
Dabra members who are outside of the company. This setting is specific to the registered
company (subscriber). If this option is selected, the company agrees to pay for all Dabra
emails that are received by users who belong to the company subscription.

When the Users in my company are allowed to send Dabra messages setting is
selected, users have full Dabra send and receive capabilities. When unchecked, users
have full Dabra receive capabilities, and can send secure email only if the recipient has
elected to pay for incoming Dabra messages. Contact your Dabra Service Partner to alter
this setting.

Managing Users
To manage users associated to your corporate account click on the Manage Users button.
See the next section for more details on this functionality.

Managing Corporate Users

Corporate subscribers can associate multiple users to their account and receive a single
bill for all messages sent from users at their company. When setting up your account this
way you only need to go through the Dabra registration process a single time.

To manage your users select the company at the top of the administration screen, and
click on the Manage Users button to bring up the user management screen.
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Searching Through Your Current Users
To find and list the users in your company provide a partial name or email address for the
users that you are looking for, and click on the Search button at the top of the form. You

can also leave the search fields blank and click on the Search button to search without
any criteria.

[} Manage Users E]

Below is the list of users that are associated with pour company’s account. Dabra messages sent by these
individuals will be billed to your organization.

Manage Users

Look for Mame: |
Look for Email idabla.net | [ Search I
User Name | Email Address | Admin | Active

> beth.copeland@dabra.net mm Add...
| Eill Fitt bill. pitt@dabra.net Mo Tes
Colzen Moore caleen moore@dabia net No Yes
Jack Black jack.black@dabra. net “es ‘fes
Jack Black iblack@dabra. net Mo ‘Yes

| Laura Dalton laura. daltont@dabra. net No ‘Yes
Steve Lee steve lee@dabra net No ‘es

Only the first 50 ugers are shown. Pleaze uze the search function to reduce the number of
matched users.

Close

|

Dabra limits the number of users shown in the list to a maximum of 50 matches. If you
do not find the user that you are looking for in the list please provide more specific
search criteria.

Adding users

The Add New User screen is available to administrators only. It allows you to add new
users to your company 3 subscription. These users must subsequently install and activate
Dabra in order to send and receive Dabra emails. Dabra emails sent by these users are
billed to your company 3 subscription.

To add a user to your company subscription, enter the name of the new user and the
email address they will use to send and receive Dabra emails. Optionally, grant them
administrator privileges.

@ Add New User [g‘

Use the form below to add a new user to your company's Dabra account. An emall will be sent to this person with
ah activation key that they will use when instaling Dabra on their own computer.

User's Infarmation

Person's Mame: EJim Ellis |

Email Address |iim.elis@dabranet |

Password: | xxxxxxxx |

Make this person an administrator

ok ][ cancel |

Once a new user has been added they will receive an email informing them that they have
been added to the Dabra network and directing them to a web address where they can
start the Dabra download and setup. The email includes their activation token which is
required by the installation process. New users added to your company are not required
to register individually.

dabra

net



dabrﬂé

Removing users

To remove a user from your corporate subscription select the user from the list and click
on the Remove button. You will be asked to confirm the deletion of the user.

Manage Users

Are you sure you wank ko delete the account for steve lee@dabra.net?

Deleting a user takes effect immediately and cannot be reversed. The user will
immediately be prevented from sending and/or receiving new messages. If the user has

archived any messages in encrypted format deleting the user will also destroy their key
and lock the encrypted content forever.

Connection Troubleshooter

Dabra requires access to the internet in order to authenticate your Dabra account, lookup
encryption keys, and communicate with the notary service. If for any reason Dabra is
unable to connect to the service the Connection Troubleshooter screen will be

displayed.
@ Dabra Connection Error @

dabré Secure Email Network

net ¥ersion 3.0.0

Dabra was unable to contact the Dabra webservice and is unable to continue until Intemet access is
restared. Please see below for a possible list of causes and resolutions.

Termporary Interruption
1 If Dabra has worked inthe past, confirm that pou are able to
access the internet, and click the Retry button Sl
Perzonal Firewall Software
2 If wou have personal firewall software installed on your
computer you may need to configure it to work with Dabra.
Prosy Configuration

3 Corporate networks often have proxy servers to secure access

to the internet. 1F this is the case you will need to set up your Connection Options..

conhection options.

The troubleshooter provides information on common causes which prevent access to the
Internet.

1. Temporary Interruption
A multitude of causes fall under this category such as a disconnected network
cable, ISP service outage, forgetting to dial up to your ISP, etc.

If Dabra was able to connect in the past attempt to access the internet using your

web browser. If that is successful click on the Retry button to have Dabra try
again.

2. Personal Firewall Software
Firewall software protects your computer by preventing unauthorized software
from accessing the internet or accessing your computer from the internet.

Firewalls are important for securing your computer, but they can conflict with
Dabra.
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For more information and detailed instructions on how to configure a firewall to
work with Dabra click on the More Info... button.

Proxy Servers

In corporate environments proxy servers are used to control and optimize access
to the Internet from computers on the network. These servers sometimes have
specific connection configurations that must be set in order to allow users to
access the internet.

To configure these settings click on the Connection Options... button. See the
following section for information.

Managing Connection Options

The connection options screen allows you to configure Dabra so that it can communicate
with the Dabra service through a proxy.

@ Connection Options

Use thiz screen to configure the connection options that Dabra will uze to access the Intemet. Use the
Test Connection button to confirm that pour connection options are et up properly.

Configure Proxy to Access the Intermet

) My computer has a direct connection to the Intemet

() Auto-detect proxy settings for this network

(%) Manual prowy configuration:

hitpr// (1265598152 Port: 80
hitps:// [126.55 98 152 I Port: 443

Advanced Proxy Configuration

My proxy server requires suthentication:

User name: | jblack

Passward ===

Test Connection

The screen is broken-up into 2 sections:

Configure Proxy to Access the Internet
If a proxy is in place on your network you will need to tell Dabra where it can find it. Do

this be selecting one of the following options:

My computer has a direct connection to the Internet

Tells Dabra that there is proxy on the network.

Auto-detect proxy settings for this network
Often proxy servers broadcast their addresses so that applications are able to
automatically find them and configure themselves appropriately. If this is the

case on your network select this option.

Manual proxy configuration

When there is a proxy in place, and it cannot be automatically detected, select
this choice and enter the ip address of the server as well as the port to use to

connect to it.

Advanced Proxy Configuration

If you are prompted for a user name and password when you try to access the internet

enter them here.

dabrﬂé



